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Executive summary 
The cloud continues to gain momentum in a wide range of companies, from small startups to big online consumer 

services. Despite this, large enterprises have been much slower to adopt cloud as a viable platform for running 

business applications. Security, interoperability, and performance concerns have kept IT leaders from being 

completely comfortable with the idea of moving their complex business applications to the cloud. And without a 

seamless application-migration blueprint, moving to the cloud can seem like more of a headache — and risk — than 
it's worth. 

In December 2013, Gigaom surveyed 408 IT professionals working in software development within enterprise IT 

organizations. Our survey participants answered 13 questions about how they develop software in the enterprise, as 

well as about their experiences, perceptions, and concerns about the cloud for enterprise-application development. 

The cloud in our context includes Platform as a Service (PaaS) and Infrastructure as a Service (IaaS), although the 
nature of the questions and the related answers are geared more toward the PaaS cloud model. 

The responses to this survey show that enterprises that are currently using the cloud are seeing improvements in 

time to market as well as higher productivity. They show the cloud represents a tremendous opportunity for 

enterprise IT to create elastic infrastructure that enables business agility so they can remain competitive in a world 
that increasingly moves at startup speed. 

We distilled the survey results down to 10 key findings for customers. The most important include: 

• Waiting is time-consuming and expensive. In enterprise IT, infrastructure provisioning and 

management is time-consuming and expensive. The average respondent reported 25 percent of a project’s 

time to market is spent waiting on infrastructure. With the majority of projects being longer than six 

months, reducing time to market by developing in the cloud could shave weeks off project schedules while 
also saving hundreds of thousands of dollars. 

• Cloud developers wait less. Fifty-three percent of enterprise developers using the cloud report faster 

time to market and improved productivity. Those cloud users reporting faster time to market are delivering 
projects three weeks faster than the survey average.  

• Enterprise cloud use is low. Today, only 21 percent of enterprises are developing applications in the 

cloud. The rate is even lower in conservative, security-sensitive industries such as financial services and 

health care. Adoption in the remaining 79 percent will require substantial education, especially around 
areas such as data security, performance, and interoperability. 

• Enterprise developers worry the most about security. Security is the top concern for 

enterprise developers (62 percent), followed by performance, training and education for cloud skills, and 
environment costs. 
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• Start with dev/test and performance testing. Environment management and performance testing are 

the biggest delivery impediments where cloud is making a positive difference. These use cases will likely 
prove helpful for enterprises evaluating the cloud. 

 
Survey demographics and key findings 
Survey respondents come from more than 30 industries, with the top ones including computer software, banking 
and financial services, government, health care and medical, manufacturing, and insurance. 

Of those surveyed, 60 percent work in organizations of more than 10,000 people and 98 percent work in 

organizations with more than 1,000 people. While all respondents work in IT, 62 percent said they were in software-

application development while 24 percent said they were in operations including systems and network engineering, 

help desk, and data centers. References to enterprise developers in this report include the entire survey population 
who are involved in designing, building, and running applications in their organization. 

 

Figure 1. Organization size 

	  
(Source: Gigaom Research) 
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Figure 2. Respondent roles 

	  
(Source: Gigaom Research) 

Figure 3. Respondent industries 

	  
	  (Source:	  Gigaom	  Research) 
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Finding 1: Only 21 percent of enterprises are developing applications in 
the cloud 
When asked, “Do you currently use the cloud when developing apps (including public or private, IaaS or PaaS)?” 
barely one in five survey respondents reported yes.  

Figure 4. Cloud usage 

 

	  (Source:	  Gigaom	  Research)	  	  

It is generally accepted that adoption of new technology such as the cloud in large organizations lags that of the 

overall market in general. Large organizations are typically more cautious in their adoption of emerging technology. 

So while 21 percent of respondents using the cloud today seems lower than one might expect, it is not too surprising. 

A closer parsing of the data reveals the adoption rate is even lower for particularly conservative and security-

sensitive industries such as banking and financial services (16 percent), government (13 percent), and health care 
(13 percent).  

So what does this mean? If you are developing enterprise software and not using the cloud you are not alone – many 

of your industry peers have yet to adopt it too. If you are a cloud service provider targeting enterprise IT, the low 

adoption rate may represent a large opportunity. But this data illustrates the challenges of convincing large IT 
organizations to adopt the cloud.  
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Finding 2: Infrastructure provisioning is time-consuming and expensive 
When asked, “How long does it take to get a new project from requirements to production release in your team?” the 
respondents’ answers ranged from less than one month to more than nine months, with an average duration of 6.1 months. 

Figure 5. Project time to market  

 

 (Source: Gigaom Research) 

These time-to-market figures are very believable and represent the realities of projects in large IT organizations. 

Enterprise development must contend with complex systems and environments: the alignment of stakeholders from 

multiple organizational siloes with a heavy dose of governance mixed in. In recent years, time to market has been 

the single biggest driving force behind the adoption of agile development methods and cloud computing. With 50 

percent of respondents saying their projects take six months or longer, there is ample opportunity for improvement 
of time to market in enterprise development. 

But how much of this time to market can the cloud really improve? We know that cloud has the potential to reduce 

the time development teams wait for infrastructure, so we asked our respondents, “Approximately how much of a 

project's time to market is spent waiting on infrastructure to be ready? This includes provisioning, configuring, and 

managing dev/test/prod environments; building, deploying, and configuring apps in these environments?” Their 

responses ranged from less than 10 percent to more than 50 percent, with an average response of 25 percent wait 
time.  
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Figure 6. Time waiting for infrastructure  

 

 (Source: Gigaom Research) 

For a six-month project, this means about six weeks of time waiting for infrastructure to be ready. While 

development and operations teams certainly don’t remain completely idle while waiting for infrastructure, this wait 

time does represent a large opportunity for improving time to market, especially for enterprises transitioning to 
agile methods, which start development much sooner than traditional plan-driven methods.  

Since time is money, improving time to market is not only an important business objective, but can also save money. 

This is an important consideration in enterprise development, where lowering costs remains a key success metric in 
enterprise IT organizations. 

Since project sizes vary across organizations, it is hard to estimate cost savings on a per-project basis. We found the 

simplest way to estimate the cost savings was to establish a standard, scalable unit of measure that organizations 
could apply to their projects. We chose weekly team cost, the sum costs of a team working five business days.  

Although most large enterprises use waterfall or phased approaches, in recent years these have increasingly been 

replaced by agile methods. For those organizations using agile methods, weekly team rate is easy to calculate. Scrum, 

the most popular agile method, recommends team sizes of seven-plus or minus-two fully dedicated to the project. 
For the purposes of estimation, we will assume a team size of eight people.  
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If we know the average hourly rate per team member, we can estimate the weekly team rate as follows: weekly team 
cost = team size * average hourly rate * hours per week. 

Average hourly rate can vary by organization, type of project, and team role. Based on the author’s experience, $100 

per hour is a close approximation of the average fully loaded hourly cost of a team member in large IT organizations. 

If a project is staffed completely with internal talent, the costs will likely be lower. If a project requires external 

talent or consulting services, the costs may be higher. This average hourly rate is often known within IT 
organizations or their project management offices, and with a little research can typically be found.  

Putting it all together, an agile team doing enterprise development can have a weekly team cost of $32,000: 8 

people * $100 per hour * 40 hours per week = $32,000 per week. To estimate the cost of waiting on infrastructure 

we need one last piece of information: How many teams are actively doing enterprise development? We asked our 

survey respondents, “By role, how many people are involved in enterprise development in your organization?” Their 
answers are in the following table. 

 

 In Your Organization 

Developers 20 

Analysts 20 

Operations & 

Infrastructure 20 

Project Managers and Agile 

Coaches 5 

Architects 3 

QA and Testers 5 

Management            5 

Total People 78 

 
These numbers represent the average team size across all survey respondents from a variety of industries and 

organization sizes. The numbers given were very conservative. Most large organizations are composed of smaller 

organizations, dedicated to supporting specific lines of business, versus internal enterprise IT. These are often 

considered organizations themselves. Respondents may have been referring to only their immediate organization in 
their response, and not the larger entity. 

Even with this conservative number, the business case for faster deployment is very good. An organization with 10 

agile teams of eight people each doing enterprise development has a weekly cost of $320,000: $32,000 per team 
week * 10 teams (8 people each) = $320,000 per organization week. 
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This means that for every week an organization can deliver a project early, it could realize significant cost savings. 

Therefore, reducing the wait time on infrastructure, a very real problem based on the survey results, could yield 

millions in annual savings for large IT organizations. These savings would be in addition to the improved 

productivity of developers using the cloud. This is especially true where PaaS solutions are used, so developers could 
focus their attention on business functionality and not wrestling with infrastructure.  

The bottom line is that for organizations that can leverage the cloud to reduce infrastructure wait time, there is not 
only cost savings but also increased business agility. 

Finding 3: 53 percent of enterprise developers using the cloud report 
faster time to market and improved productivity 
For the respondents who use the cloud, we asked them, “Based on your experience, what's your current perception 

of the cloud for development?” Fifty-three percent of them report faster than before, 40 percent about the same, and 
7 percent slower. 

Figure 7. Speed and productivity  

 

 (Source: Gigaom Research) 

While 53 percent of cloud respondents reporting faster time to market is a good number, it’s not an overwhelming 

endorsement. We believe this is in part because the cloud is just one part of improving time to market and 
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productivity for enterprise development. Development processes such as waterfall and agile play a big part too. So 

does the organizational culture and current number of active projects. Perhaps the most important factor impacting 

time to market is the people: Are they happy and do they have the right skills and support to excel at their job? 

Another rationale is that given the relatively low cloud adoption rate for enterprise development, the survey 

respondents using cloud are likely new to it and have yet to realize bigger benefits. These new users might be 
encountering a sharper learning curve than anticipated, which impacts the results. 

When survey responses from multiple questions are correlated, not only do cloud users report faster time to market, 

they also report shorter project durations. While the average time to market for all survey respondents was 6.1 

months, those cloud users who are reporting positive benefits have projects that are 13 percent shorter than average 

(about three weeks). Interestingly enough, for those cloud users reporting no benefits (about the same as before), 
their projects are 17 percent longer than average (about four weeks).  

Cloud users who reported 

Average project length in 

months 

Difference from average 

for all users 

Faster with the cloud than before 5.3 13 percent (3 weeks) 

About the same as before 7.1 -17 percent (4 weeks) 

Slower than it was before 6.1 0 percent 

 

Finding 4: Environment management and performance testing are the 
biggest delivery impediments to which cloud can make a difference 
We asked our respondents, “What are the biggest impediments to delivery in your organization where cloud 

technology could make a positive difference?” While the specific impediments varied by respondent, 83 percent 
report these impediments impact their speed and productivity in some way.  
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Figure 8. Delivery impediments  

 

 (Source: Gigaom Research) 

When the survey responses of cloud users and non-users are compared, one thing stands out. In almost all cases, 

cloud users are more likely to think the cloud can have a positive impact on delivery than non-cloud users. Figure 9 
shows the comparison. 
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Figure 9. Perceived cloud impact on delivery impediments  

 

(Source: Gigaom Research) 

The biggest discrepancy in responses was in using the cloud for performance or resiliency testing. Forty-four 

percent of cloud users think using the cloud for performance and resiliency testing can make a positive difference 
versus 16 percent of non-cloud users who think the same.  

One hypothesis for this difference in answers is that those early enterprise IT cloud adopters are seeing positive 

impacts the cloud is having on performance testing, a common challenge in many organizations and something the 

cloud makes drastically simpler and less of an impediment. As a result, cloud users are far more likely to realize this 
benefit, and thus believe that the cloud can remove this impediment. 
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Finding 5: Security is the top concern for enterprise developers  
When asked, “What are your key concerns about developing apps in the cloud?” the top answer is not a surprise: 
security. 

Figure 10. Top customer concerns

 

(Source: Gigaom Research) 

Security 
For very legitimate reasons, enterprises are concerned about the security of their data in the cloud, especially public 

cloud solutions. For this reason, private or hybrid clouds are likely better options for many enterprise developers 

wanting the benefits of developing in the cloud but whose organizations are not comfortable with their data in a 

public cloud solution. In these more conservative organizations with their complex environments that include data 

governance and controls, enterprise IT may elect to build out their own PaaS solutions supporting their primary 
development stacks such as Java and .NET, rather than trusting public cloud providers. 

Performance 
Performance is the next most important concern. This is not surprising, in part because when using the cloud 

(especially PaaS solutions, but also IaaS), underlying physical and virtual devices are opaque to developers and their 
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applications. Enterprises have little control over how the cloud provider portions their workload alongside that of 
other customers who are running on the same physical infrastructure at the same time.  

Running applications in the cloud also invalidates the way they are traditionally monitored using a bottom-up 

approach. In this approach, operating system metrics such as CPU utilization, I/O throughput, RAM utilization, and 

other metrics are used to infer the performance of the application. If, for example, the CPU is running at 98 percent, 

that’s typically inferred to be a bad thing. The challenge with the bottom-up approach in the cloud is these metrics 

don’t correspond directly to the physical device utilization, nor do they necessarily mean there is a real problem 
impacting the end customer, such as latency or errors.  

The preferred way to mitigate performance concerns is to design for responsiveness and scalability, test for it, and 

then monitor the application’s performance from the perspective that’s most important: the customer’s. For 

applications running in the cloud this means monitoring the responsiveness, quality, and availability with a top-

down approach using an application performance management (APM) solution designed to work with applications 

running in the cloud. Today, many cloud vendors are addressing customers’ performance concerns by partnering 
closely with APM vendors.  

Education and training 
The next most important concern for those surveyed is the time needed to learn cloud-related skills and tools. The 

cloud brings many new ways to design, build, and run applications. It is challenging enough for most enterprise 

developers to keep up with modern practices in their preferred development framework such as Java or .NET, not to 
mention new things like mobile, cloud, and big data.  

Enterprise developers tend to be spread across multiple projects at once to maximize their utilization. This approach 
leaves little time for training and independent learning. It also doesn’t leave much slack time for piloting new ideas.  

While cloud providers often describe the simplicity of designing, building, and running on their solutions, it is still a 

paradigm leap for many enterprise developers who came of age over the past 20 years as part of the web generation. 

It is an even larger leap for enterprise developers working on business-critical applications running on mainframe 

technology. Organizations that plan to invest in the cloud must ensure they also invest in their people and provide 

them the proper training and experience to succeed. After all, the time-to-market and productivity gains won’t 
materialize if the cloud development tools are in the hands of an untrained team. 

Environment costs 
Closely following education are concerns about environment costs. Enterprises often perceive the cloud to be more 

expensive than on-premise solutions. This can be well-founded, especially when trying to compare per-server 

metrics or when comparing cloud costs (treated as operating expenses) versus data-center costs that may be 
capitalized over many years.  
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It is important for organizations to do their own research to understand the cloud costs for their applications – both 

today and into the future. There are many factors that directly impact costs, from size of hardware to utilization of 
network and storage, to the length of contracts and size of workload.  

Luckily, most of the popular cloud solutions provide convenient ways to both estimate costs up-front with simple 

calculators and to issue clear, itemized bills that track actual usage – often broken down by user-defined criteria 

such as project or line of business. For complex environments, internal or external consulting services may be 
required to work with multiple teams and the vendors to estimate the costs based on a variety of factors.  

Analyzing both the estimated and actual costs should be a key part of an organization’s initial pilot with a cloud 

solution. It is important to ensure costs can be tracked in a way that is convenient for accounting and transparent to 

all stakeholders. While cost is a big concern, especially for senior executives, the availability of cost-related 

information in leading cloud solutions coupled with transparency of reporting makes cost concerns something that 
can be directly addressed with a little research and proactive management. 

Finding 6: Enterprise IT is not supporting the cloud … yet 
When survey respondents who don’t use the cloud were asked, “What are the reasons why you are not leveraging the 
cloud for development?” the top response by far was that it was not supported by their IT organization (47 percent).  

Figure 11. Reasons for not leveraging the cloud for development 

 
	  (Source:	  Gigaom	  Research)	  
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This finding helps explain the low adoption rate of cloud in the enterprise (Finding 1). If you work in a large IT 

organization and want to use the cloud, your executive leaders must enable policies that support the cloud. Without 
their engagement, the use of the cloud is impeded from moving beyond research and proof of concept.  

When engaged executives are educated about the cloud, it is important to tackle the biggest concern head-on: 

security. The current perception that going to the cloud, especially the public cloud, is less secure than on-premise 

data centers will continue to be a challenge to overcome. However, there are emerging patterns for developing in the 
cloud in a secure way. Some of the more popular options include: 

• Private and hybrid clouds – For those that want the benefits of the cloud but want to keep their 

applications and data in their existing data centers, solutions that offer public, private, and hybrid are an 

attractive option. Enterprise developers will get the benefits of cloud but in a manner that keeps the 

enterprise’s data within their existing data center. One of the biggest challenges with this route is the time 

and knowledge required by an IT organization to build out private/hybrid clouds. This involves new skills 
not found in enterprise IT and the confidence of executives in the organization’s ability to do it right. 

• Secure virtual private network (VPN) – Another route to cloud adoption is to securely connect an IT 

organization’s network to a public cloud provider’s network such that the cloud is a secure extension of the 

organization’s existing network. All traffic may still flow through the existing data center, but now servers in 

the data centers and in the cloud can communicate with one another on the same network. This option 

requires the proper network access controls in place, but in exchange enterprise developers get the benefits 
of a public cloud to quickly provision instances as needed, but in a way that’s secure.  

• Compute in public, data storage in private – Still another option, built on the two approaches above, 

is to use the public cloud for compute instances and private clouds for data storage. This has the benefit of 

quickly provisioning and scaling compute instances in public while keeping data within the existing data 

centers. The biggest challenges to this are performance between public and private data centers and the 

increased deployment complexity. Having a single cloud solution that supports public, private, and hybrid is 

a big advantage with this approach, helping to manage the complexities of running apps across both 
environments.  

There are many additional ways to mitigate the security risks that should be explored as part of any organization’s 

move to the cloud, including having services that proactively monitor and probe for security intrusions. The good 

news is that with each passing day, organizations, even very large ones, are trusting the cloud with more of their 
data and cloud providers are continually adding more security features to their platforms.  

The bottom line is that creating a secure cloud for enterprise developers is possible today with existing technology, 

but the perception of cloud as insecure is a challenge that must be tackled head-on with education for the executive 

leadership that establishes IT policies.  
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Finding 7: The cloud is reducing time to market and this matters a lot 
In today’s economy, the quicker an organization can go from concept to cash, the more responsive it can be to 

customer and market demands. Faster execution enables business agility and customer responsiveness, outcomes 

that resonate with business-minded executives from startups to Fortune 500 organizations. Speed can also translate 

to lower costs through improved productivity and efficiency, something important to cost-focused executives 
(Finding 2). 

Enterprise-development projects are large, expensive endeavors. As seen in the survey results, the average project 

duration is 6.1 months with nearly a quarter lasting more than nine months. Enterprise-development projects also 

tend to be people-intensive and projects (and programs) of 50-plus people are not uncommon. As such, 

technologies such as the cloud that have a small impact on a large project over a long duration can yield substantial 
benefits.  

While large organizations traditionally have more resources to throw at problems, they are also challenged with 

getting anything delivered quickly, due in part to the bureaucracy and also the volume of work done concurrently. 

Today, these large organizations are increasingly facing competition from smaller startups that can focus on a 

specific problem or niche opportunity and move quickly to bring an idea to market, pivoting as necessary along the 

way. This is happening in nearly every industry, as large, well-established organizations are trying to compete with 

startups that embrace new technologies like the cloud and methods like agile to deliver value quickly to their 
customers. 

With this as context, those within IT who want to leverage the cloud should focus their message of cloud adoption as 

enabling faster time to market and, ideally, should prove it with real data. This data may come from industry 
research such as this paper and the results of cloud pilots or proofs of concepts within the organization. 

Customers who are shopping for cloud solutions should ask for some light business consulting as part of the sales 

process in addition to technical demonstrations and proof of concept. For example, customers might ask solution 

providers to help them build a business case for the cloud in their organization with a specific focus on time to 

market and cost savings. These important outcomes, more so than long lists of features and technologies, will 
resonate with the key leaders who establish policies that could enable the cloud within enterprise IT. 

Finding 8: Java/JEE is the top development framework in the enterprise, 
but .NET has significantly closed the gap  
Survey recipients were asked, “When developing apps, what technologies does your organization use or plan to use?” 

As expected, Microsoft is a dominant force in a number of categories, but Java/JEE remains the most popular 
development framework, Linux is a strong contender in operating systems, and mobility is a major emerging force. 
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Development frameworks 
When comparing application development stacks, while Java/JEE (56 percent) is still the leader, its lead over .NET 

(47 percent) is not what it was even a few years ago. Throughout the 1990s and 2000s the Java language and 

underlying Java Virtual Machine (JVM) platform was the clear favorite for most enterprise IT organizations 

migrating away from mainframe and midrange computers. Java enjoyed the support of a common specification 
(J2EE and later JEE) that was supported by many of the vendors already entrenched in large IT organizations. 

Figure 12. Development framework adoption 

 

	  (Source:	  Gigaom	  Research)	  
Based on the survey results, .NET has made large strides in closing this gap. Many enterprises, even those 

developing with Java, continue to develop on the Windows platform, even if they deploy test and production on 

Linux or Unix platforms. Based on the author’s personal experience, developing Java on Windows or Mac and 
deploying on Linux or Unix is a common pattern and our survey responses in part support this. 

What this means for enterprise IT customers is that they should be looking for solutions that support both Java/JEE 

and .NET development platforms, given the significance of both in today’s software- development environment. 

Whereas traditionally an IT organization might be a “Java shop” or a “.NET shop,” with acquisitions and the 

growing technology portfolio that comes with them, most enterprise IT organizations have no choice but to support 
both Java/JEE and .NET platforms. 
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The survey also shows that development stacks popular with technology companies, including PHP (11 percent), 

Python (9 percent), Ruby on Rails (4 percent), Node.js (4 percent), Groovy and Grails (3 percent), and Clojure (1 

percent), have yet to make much impact in enterprise development. This may be in part due to enterprise developers 

having less freedom in the technologies they choose for projects. It may also reflect the market economics of finding 

and retaining development talent: There are simply more Java and .NET developers in the marketplace, thus it is 
easier (and presumably cheaper) for large organizations to find available talent. 

Databases 
The survey responses show that SQL Server (60 percent) has a slight lead over Oracle (53 percent) as the preferred 

database for enterprise development. It also has the distinction of being the most popular technology that enterprise 
developers currently use or plan to use. 

Figure 13. Database adoption 

 

	  (Source:	  Gigaom	  Research)	  
 
As highlighted above, the tight integration of SQL Server with Windows combined with the growing popularity 
of .NET is helping SQL Server make large gains for its enterprise-database footprint.  

While Oracle and, to a lesser extent, IBM DB2 (31 percent) continue to be stalwarts in the enterprise-database space, 

this is also changing. Newer open-source databases like MySQL (27 percent) and to a lesser degree PostgreSQL (3 
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percent) are making inroads into the relational database market. With Oracle’s purchase of MySQL, the database 

giant has hedged its bets in the enterprise, owning two of the four most popular database technologies. But their 
lead in databases has yet to yield much in the way of enterprise adoption of their cloud platform. 

In the big data space, relative newcomer Hadoop (10 percent) is on the map and leading the pack ahead of 

Cassandra (2 percent) and MongoDB (2 percent). With organizations and their customers generating ever more 

data, enterprise IT is focusing more attention than ever on delivering data and analytics apps and services (Finding 

10). This is good news for these applications that can process large amounts of unstructured data with the ability to 

analyze insights and patterns across disparate data sets. Hadoop’s popularity is also good news for the Java 
development stack on which Hadoop is based.  

So what does this mean for enterprise IT customers? Much like the development technologies, it will be important 

to find cloud solutions that support the leading relational database solutions for their existing applications (SQL 

Server and Oracle) as well as the emerging big-data solutions such as Hadoop for future analytics applications. 

These databases are, ideally, as flexible as other aspects of the cloud platform, yet robust and scalable to meet 

enterprise workloads. The latter, especially with cloud performance being a top concern, is something customers 

will need to validate through evidence-based case studies and service-level agreements around industry-standard 
measurements such as IOPS1. 

In addition to performance, enterprise customers must also include transparency, access, and control of data in 

their evaluation criteria. If organizations host data in the cloud, especially a public cloud, there are very legitimate 

concerns about access and controls to data. Can an organization audit the cloud provider whenever they want? What 
if the cloud provider goes out of business? Are there implications to where the data is being physically stored?  

There are lots of questions customers need to address related to data security and transparency, especially since the 
cloud is opaque by design, yet must be trusted enough to store sensitive customer information.  

Operating systems 
Microsoft Windows (57 percent) is the most popular operating-system technology used for enterprise development. 

This is not surprising, considering those surveyed likely run corporate-standard Windows on their laptops or 

desktops as well as on their servers, and the Windows-only SQL Server was the most popular technology in the 
survey. In a nutshell, Windows is very much a part of enterprise development.  

Linux (42 percent) was the next most popular operating system, reflecting a significant lead over the various flavors 

of Unix in the results. Based on experience, IT organizations typically use Linux when supporting Java/JEE 

frameworks and Windows for .NET. With broad vendor support and a large open-source community, Java’s 

popularity continues to be a good thing for Linux. The small but significant use of PHP for enterprise development, 

	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  
1	  Input/Output Operations per Second – see http://en.wikipedia.org/wiki/IOPS 
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typically as part of the LAMP stack, as well as other technologies including Python and Hadoop, will continue to see 
Linux as a favorite for enterprise development and a must for cloud solutions. 

Together the survey makes clear that Windows and Linux are by far the two most prominent operating systems that 

enterprise customers use to run their applications. While the long-term goal may be for an enterprise platform as a 

service that largely abstracts the operating system away from the application, in the foreseeable future the operating 

system will still be a very integral part of the ecosystem, and support for both Windows and Linux will be a key 
requirement of cloud-solutions providers targeting enterprise IT. 

Mobile 
While Windows and Linux are leaders on the server side, the huge growth in mobile over the past six years is also 

impacting enterprise development. One in four survey respondents is using or plans to use iOS (25 percent) while 
nearly one in five support Android (19 percent).  

In mobile’s early years, large IT organizations may have outsourced their mobile development to get first-generation 

apps to market quickly. They likely had little in-house mobile expertise and were slow to catch on. Today, however, 
large IT organizations are quickly creating mobile teams who are first-class citizens within enterprise development.  

As organizations of all sizes face the reality of an increasingly mobile customer who uses tablets and smartphones to 

conduct business, large IT organizations have no choice but to enable mobile development in their organizations. As 

such, enterprise IT customers should ensure they are evaluating a cloud solution’s capabilities for designing, 

building, and running mobile apps as part of their evaluation criteria. This is not just important today, it will be 

increasingly important in the future as more and more customers’ interactions are done with tablets and 
smartphones in the increasingly mobile world. 

Finding 9: Data security, technology support, and ease of integration are 
key requirements for adoption 
Enterprise developers were asked, “What are the key features you would look for when evaluating a cloud solution 
for your team or organization?” Their answers are below. 
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Figure 14. Adoption criteria 

 

	  (Source:	  Gigaom	  Research) 
 

Respondents ranked security for data in transit and at rest as the most important feature, with 66 percent 

considering it very important and nine out of 10 considering it somewhat or very important. A close second was 
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supporting the technologies I use. Integration with existing tools and support for availability and scalability were 
also important. 

For the top nine cloud features listed in the survey, 80 percent of respondents considered them somewhat or very 

important. The good news for customers is most of these features are found in the popular cloud solutions in the 

market today. The bad news is that with all the popular cloud solutions saying they support the same features, it 
may be hard to understand the subtle differences between them. 

When the feature-importance for cloud users is compared to non-users, an interesting pattern emerges. Of the 

dozen cloud features surveyed for importance, in all 12 cases the cloud users rated the feature as having more 

importance than non-cloud users did. The table below shows the difference in responses with the important 
percentage reflecting the sum of respondents who said these features were very or somewhat important. 

 

Feature Use Cloud Don't Use Cloud 

Support for both IaaS and PaaS 91 percent 65 percent 

Comes with pre-built machine images I 

use 78 percent 62 percent 

Ability to build a virtual private cloud 93 percent 80 percent 

Support for public and private/hybrid 

cloud 89 percent 78 percent 

Supports auto scaling for high 

availability, scalability and resiliency 98 percent 88 percent 

Supports multiple geographic 

availability zones for high availability 

and resiliency 92 percent 83 percent 

Self-service web portal and API's for 

provisioning and managing 

environments 89 percent 80 percent 

Supports the technologies I use 97 percent 90 percent 

Security for data in transit and at rest 97 percent 90 percent 

Integrates with dev tools I currently use 95 percent 89 percent 

Comes with an integrated stack of dev 

tools I use 81 percent 80 percent 

Built with open-source components 73 percent 72 percent 
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One hypothesis for the response variance is that cloud users have a greater working knowledge of the cloud 
solutions they use and therefore place more importance and value on the features they use.  

Regardless of the rationale, these results show the challenges of marketing cloud solutions to non-users based on 
features – they simply don’t resonate in the same way as they do for existing users.  

Therefore, prospective cloud customers should align their adoption criteria around the key outcomes they are trying 

to enable in their organization, such as faster time to market, higher development productivity, less time waiting on 

infrastructure, reduced risk, and improved cost savings (Findings 2 and 7). These criteria, and not a lengthy list of 

features, are the lens through which competing solutions should be evaluated because they are what drive the 
benefit to organizations adopting the cloud. 

Finding 10: Data analytics, transaction processing, high availability, and 
mobile apps are most critical to enterprises 
We asked our respondents, “What types of apps does your organization develop or plan to develop?” Data and 

analytical web apps were the most popular (50 percent), reflecting the fact that large organizations and their 
customers generate a large amount of data that’s ripe for analysis from call centers to customer-facing applications. 

Figure 15. Most popular enterprise applications 

 

	  (Source:	  Gigaom	  Research)	  
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As the cloud takes hold, we expect it will be used for deeper customer analysis as well as operational performance 

insights. With a seemingly unlimited thirst for information about their customers, such as data on their interactions 

and experiences, organizations will continue to invest in solutions that mine this information and provide valuable 
insights and competitive advantages. 

A subset of these new data and analytics apps will leverage big data: a trend that goes hand-in-hand with the rise of 

the cloud. Previously the costs for storing and processing large amounts of data were something only large 
organizations could afford to do with big capital expenditures on hardware and software.  

Today, these same organizations can perform data analysis in the public cloud at a fraction of the up-front costs of 

building out their own data centers. For those organizations that already have their own data centers, they can 

transition to a private or hybrid cloud model. For organizations embracing a hybrid cloud model, as their data-

center equipment is ready to retire, they have options: Replace them with new equipment or don’t replace them and 
further build out in the cloud. 

Nearly as popular with enterprise developers as data and analytical apps are transaction-processing web apps (45 

percent). These apps typically focus on an organization’s customers, their accounts, and related transactions. They 

may support lines of business or be some of the key systems of record at the heart of an organization. With the 

growing trend in web and mobile customer self-service, apps that allow customers to do all of their business online 

and see their complete relationship history will continue to be important. These servicing apps, along with 
ecommerce apps for converting leads to sales, are a must for cloud service providers to support natively. 

Highly available apps (44 percent) closely follow analytical and transaction-processing apps. Given the importance 

to the organization of the apps developed and operated by enterprise IT, it’s not surprising that high availability is 

an important feature. The good news for cloud service providers is that designing, testing, and running with high 

availability is a core capability of their solutions. Features such as auto scaling, geographic load balancing, and 

persistent message queues are very important when designing highly available apps. These are also things that can 

potentially be done in a fraction of the time it traditionally takes to ensure high availability, yet another way to 
potentially show the benefits of improving time to market. 

Mobile (41 percent) and content-driven apps (37 percent) are also part of the ecosystem of apps being developed 

within enterprise IT. As previously discussed, mobile continues to be a rapidly growing segment for enterprise IT and 

that is reflected here. Content-driven apps are also popular, although the survey audience may in part explain the 

slightly lower score. Based on the author’s experience, popular-content web apps like a company’s web site may be 
owned and maintained by marketing departments and have less impact on the audience of the survey, enterprise IT. 

All together, the results to this question show that enterprise developers are working on a variety of different types 

of apps with different needs and workload profiles. Enterprise IT customers in the market for cloud solutions should 

look for solutions that support designing, building, and running a broad variety of apps that cover the spectrum of 
needs found within enterprise development.  
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Key takeaways 
This survey shows the positive benefits, including faster time to market, that enterprise IT organizations are 

experiencing today when developing applications using the cloud, with PaaS in particular. It also sheds light on the 

enormous opportunities for improving time to market and reducing costs in organizations where 6-month projects 

are the norm. Finally, it highlights the concerns related to security, performance, and integration, which must be 
addressed for cloud adoption to grow within the enterprise.  

As the global business market increasingly works at startup speed, technologies like the cloud and methods like agile 

are a critical part of any enterprise IT organization that hopes to compete in the 21st century. Today, startups are 

outmaneuvering larger, less nimble organizations to create better customer experiences and better competition 

across all digital channels. Therefore, in order for enterprise IT to respond, they must start thinking and acting more 
like startups, and this includes designing, building, and running apps in the cloud. 

• Waiting is time-consuming and expensive. In enterprise IT, infrastructure provisioning and 

management is time-consuming and expensive. The average respondent reported 25 percent of a project’s 

time to market is spent waiting on infrastructure. With the majority of projects taking longer than 6 months, 

reducing time to market by developing in the cloud could shave weeks off project schedules while also 

saving hundreds of thousands of dollars. 

• Cloud developers wait less. Fifty-three percent of enterprise developers using the cloud report faster 

time to market and improved productivity. Those cloud users reporting faster time to market are delivering 
projects three weeks faster than the survey average.  

• Enterprise cloud use is low. Today, only 21 percent of enterprises are developing applications in the 

cloud. The rate is even lower in conservative, security-sensitive industries such as financial services and 

health care. Adoption in the remaining 79 percent will require substantial education, especially around 
areas such as data security, performance, and interoperability. 

• Enterprise developers worry the most about security. Security is the top concern for 

enterprise developers (62 percent), followed by performance, training and education for cloud skills, and 
environment costs. 

• Start with dev/test and performance testing. Environment management and performance testing are 

the biggest delivery impediments where cloud is making a positive difference. These use cases will likely 
prove helpful for enterprises evaluating the cloud. 
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