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Executive Summary 
Getting the customer’s digital experience right is paramount to a company’s survival. Between the 

customers and their apps stand the IT leaders whose teams design, build, and run the apps and 

infrastructure that enables this digital experience. As the business demand for new capabilities grows so 

too do expectations for rapid delivery. This is creating new practices within the software-defined 

enterprise in which changes to complex, distributed apps are deployed in virtual and cloud environments 
in a continuous fashion. New releases are not big events; they are non-events. 

The application performance management (APM) market has grown from first-generation solutions used 

for monitoring static backend systems into next-generation solutions for monitoring dynamic customer 

apps. These next-generation solutions are deriving meaningful intelligence directly from the apps they 

monitor, intelligence that businesses can turn into actionable results that better serve customers and 

improve business performance. This tight integration of customer, business, and performance data is 

helping APM solutions become platforms that provide real-time insights into the overall business 
performance of the software-defined enterprise. Key findings include: 

• Customer experience is driving business performance. Effectively managing the 

customer’s digital experience requires app data with business context. A new breed of tools 
analyzes this data for better, faster decision-making. 

• Proactively managing this experience requires new methods and tools. New 

methods and tools are putting real-time analytics directly into the hands of business and 
technology users and enabling deeper customer insights. 

• Solutions require a balance of modernization and the “human element.” In 

addition to modernizing your infrastructure and introducing new approaches such as agile, 

DevOps, and lean startup, don’t forget the people. Ensure that a culture of collaboration and 
communication is part of the transition so teams can embrace the positive aspects of change. 

• Analytics is rapidly changing, fueled by the growth of big data. Innovative new 

approaches to analytics together with new data platforms in the cloud are driving explosive 

growth in the availability of data for operational performance and customer analytics. These 

new solutions are helping organizations better understand the correlation between app 
performance, business performance, and customer experience. 
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Today’s challenges 
Customers are digital and connected 

Market success or failure is directly influenced by how well organizations manage their customer’s digital 

experience. Customers are increasingly not just online at home or at the office; they are mobile, social, 

and global. Proactively managing a customer’s digital experience requires data and insights, and it 

requires a new approach with a global presence. These aren’t just tools for Fortune 500 organizations but 
for businesses of all shapes and sizes that interact with their customers online. 

Consumer expectations have evolved rapidly since the rise of the web, and that pace has accelerated in the 

past five years. Today consumers expect to interact from anywhere in the world. They expect to 

communicate with businesses on the phone, in person, and over the internet through web, mobile, email, 

and social media. They expect integrated channels so what may start with shopping online turns into a 

pleasurable buying experience in the store. Businesses must increasingly adapt to changing customer 

expectations or risk becoming irrelevant. 

Business demand is growing 

Nearly six years after the global economic downturn, businesses are growing again. Much of this growth 

has come in the form of automated solutions that enable software-defined business models. The pace of 
change is blistering, and failure to adapt is devastating.  

In 2004, Blockbuster was at its peak. It had more than 9,000 stores, 60,000 employees, and $5.9 billion 

in revenue. It was the largest provider of home movie and game rental services in the world. Blockbuster 

was negotiating a takeover of their biggest competitor and launching a DVD-by-mail service to compete 

with a new startup called Netflix, which they declined to purchase for $50 million in 2000. By 2010, 

Blockbuster had filed for bankruptcy, and its valuation had fallen to $37 million. A year later, Blockbuster 
was sold at auction, and by 2014 it had fewer than 50 stores. 

In 2010, Netflix had a valuation of about $5 billion, nearly 133 times that of Blockbuster. Netflix had 

grown from a startup DVD-by-mail service to become the largest provider of streaming media in the 

world. Its software-defined business consists of thousands of servers running on Amazon Web Services’ 

cloud infrastructure, streaming movies to customers in real-time all over the world. Delivering content to 

customers on TVs, tablets, mobile phones, and laptops, Netflix has automated solutions not only for 

monitoring their app’s performance but also for proactive resiliency testing with their apps running in 
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production. Today Netflix is the largest cloud app, generating up to a third of all internet traffic during 
peak times, and it epitomizes the software-defined enterprise. 

Today’s software-defined businesses are driving IT to rapidly deliver new capabilities and features for 

customer and business-critical apps. From startups to Fortune 500s, as businesses grow there is a 

seemingly infinite backlog of ideas to stay ahead of the competition and adapt to ever-changing consumer 
expectations.  

Apps are complex, distributed, and changing rapidly 

With the rise of agile for software development, releases are going from quarterly or monthly to weekly or 

hourly. For the software-defined business, the old approach to manually configuring apps and 

environments simply doesn’t scale. Businesses are putting real pressure on IT to think very differently 
about how they manage their apps and environments and how they can enable business agility. 

At the same time, apps and their respective environments are also becoming more complex. Gone are the 

days of the traditional three-tier web apps that provide functionality in silos. In their place are highly 

distributed web and mobile apps that must all work together seamlessly to deliver critical services to 

internal and external customers. These complex ecosystems of interconnected apps are consuming more 

and more third-party application programming interfaces (APIs) and services that impact service-level 

agreements (SLAs) and performance. Organizations facing this complexity realize manual approaches to 
app management are outdated and that a new approach based on automatic discovery must be used.  

In addition to becoming more distributed and complex, apps are increasingly running in the cloud on a 

virtual infrastructure that is managed by a third party and opaque and dynamic by design. Orchestrating 

all of these moving pieces to work together introduces far greater complexity for IT to manage, 

necessitating the increased use of automation and the reliance on real-time information to proactively 
manage the complexity.  

Despite all this complexity behind the scenes, consumers increasingly expect simple and intuitive 

interfaces that enable positive experiences. For software-defined businesses to survive today, they must 
make the complex seem simple to their customers. This is extremely difficult. 
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Traditional app performance management is broken 

Given the complexity of apps and their increasingly opaque and dynamic infrastructures in the cloud, 

businesses can no longer infer app performance by monitoring resource utilization. They can also no 
longer assume just because an app “is up” that it is delivering value to customers.  

Traditional APM approaches and tools have focused on measuring and monitoring the relatively static 

infrastructure resources consumed by apps as an indication of app performance. This primarily includes 

the CPU, memory, disk, and network for servers running in an organization’s data center. If IT system 

administrators see a spike in CPU utilization, they typically begin investigating the issue, assuming it is 

having a negative impact on app performance. In the days before virtualization, this approach made some 
sense. 

But with today’s virtualized compute, storage, and network resources, one or more layer of abstraction 

exists between an app and the underlying physical hardware. As a result, the traditional bottom-up 

approach to managing app performance by monitoring resource utilization is broken because the 

underlying physical resources are shared across multiple tenants. Also broken is the traditional way of 

manually configuring everything that needs to be monitored, including where it lives on the network. As 

the internet of things continues to gain momentum combined with an explosion in the number of devices, 

including smartphones and tablets, the sheer volume and variety of devices to be monitored is far beyond 

just servers in a company’s data center; today’s devices extend to all parts of the world. 

The net result is that IT organizations must re-think how they measure and manage app performance: 

• Top-down, not bottom-up: Instead of a bottom-up approach, they must pursue a top-down 

approach by measuring what matters the most to customers — availability, responsiveness, and 
quality.  

• User-centric with context, not resource-centric: IT organizations must take a more user-

centric view of app performance that integrates business context with app performance data. No 

more combing through countless log files when incidents occur. Instead app performance and 

customer and business data must be captured in real-time with an unstructured big-data backend 

that enables real-time processing and analysis for drawing better inferences between cause and 
effect.  
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• Automatic discovery, not manual configuration: IT organizations must adopt approaches 

and tools that enable automated, dynamic discovery of apps running on devices. This must not 

involve manual configuration changes every time there’s a change to the distributed ecosystem of 
apps, third-party APIs, and devices that enable critical services for users. 
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Where leaders are focused 
The modern enterprise is awash with data generated from their customer and business apps. What 

differentiates the leaders from the rest is their ability to quickly and efficiently collect, store, and analyze 
the volumes and variety of data that drive better decision-making and business value.  

So how are leaders getting business value from the vast amount of data available? They are looking at app 
and operations performance data as well as data that measures business value.  

App and operational performance 

Managing the digital customer experience requires understanding the availability, responsiveness, and 

quality of the web and mobile apps that customers use. For app performance, organizations are gathering 

and analyzing customer response times, both behind the firewall and the total response time (including 

the network and rendering time) on the customer’s device. Understanding an app’s complete end-to-end 

performance from the time a customer makes an action until they see the results in their device enables 
organizations to effectively focus their resources on removing the bottlenecks. 

While current response times offer insights into today’s performance, even more valuable is the ability to 

compare and correlate historical response times over a defined time period. This is useful for a few 
reasons:  

• It provides insights into where investments should be made to improve app performance. This 

could include application or database tuning, additional infrastructure resources, or a content-
delivery network (CDN) for caching content. 

• It provides insights into why incidents impacting response times are occurring and gathers 

enough contextual data to allow development and operations to troubleshoot and fix issues 
with the apps and related environments. 

• It shows the results of previous investments in performance improvement. This helps 
organizations understand the return on investment (ROI) of performance improvements.  

• It helps establish a business case for future investments in performance improvement. 

Understanding the trend for app performance over time and the impact poor performance has 

on the digital customer experience and revenue can help quantify the business case and drive 

action for improvement. 



	  

Transforming IT: building a business-driven infrastructure for the software-defined enterprise	   9 

Leaders in the software-defined enterprise are using operational performance data to proactively drive 

decisions quickly, sometimes without human intervention. As an example, auto scaling, the popular cloud 

feature that automatically adds more resources on-demand when needed, is increasingly being used to 
add elasticity to an app’s infrastructure so it can automatically adjust to handle peak traffic volumes.  

The traditional “run book” defining steps taken by operations in a variety of situations is another example 

of something being improved by operational performance data. To start, it is no longer a book. At a 

minimum, it is a collaborative website that’s always kept up to date. Better yet, leaders are replacing 

manual issue resolution steps with automatic tasks that are run when certain conditions are detected. 

Whether done in APM and/or service management tools, these tasks can run practically any command or 

script based upon pre-defined alerts. This helps ensure common resolutions (like recycling web servers if 
a process is hung) can be completely automated, freeing the ops team to focus on more important matters. 

Edmunds.com, the leading online resource for information about cars, is an example of an organization 

using app and operations performance data to help manage their customers’ experiences. After 

Edmunds.com rolled out APM, they saw a 45-percent reduction in mean time to resolution (MTTR) for 

production issues. The improved availability returned nearly $800,000 in savings and revenue protection 

in their first year after rollout. In addition to cost savings and revenue protection, APM has also helped 

them improve customer experience by having fewer outages and faster-performing business transactions. 

Business value 

Next-generation APM solutions not only capture app performance data but also can capture any data that 

passes through the app, such as transactional data. For e-commerce sites, this may include revenue per 

purchase or revenue per hour. Organizations can then use this data to correlate app performance and 
revenue to show how one affects the other. This can help organizations answer questions such as: 

• If performance degrades for a certain time period, can we quantify the corresponding revenue 
impact? 

• What specific hours or days of the month or year is revenue the greatest? Is our app and related 
infrastructure handling these peaks?  

• Is the product promotion launched yesterday impacting revenue today? If so, how much? 

Just like performance, understanding historical revenue data can also reveal insights into where to invest 

more. Garmin, a world leader in navigation devices and technology, is a good example of this. Garmin is 
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using APM from AppDynamics not only to benefit IT operations but also to show executive leaders the 

revenue coming through their e-commerce site at any given time of day. They collect and aggregate the 

dollar value associated with each customer transaction and display this in real-time dashboards. Trending 
over time, this data is valuable in providing evidence when changes need to be made.  

Doug Strick, who is responsible for the performance of Garmin’s e-commerce and call center apps, says 

that the APM solution “has given us visibility into areas we never had visibility into before. Some issues 

that used to take several hours now take under 30 minutes to resolve or a matter of seconds if we’re using 
run book automation.” 

Business value isn’t just about revenue; it also applies to the productivity and satisfaction of any user who 

leverages web and mobile apps to do their jobs. As an example, slow-performing business apps can affect 

a call center in multiple ways; increased average handle times result in higher telephony costs, lower 
productivity, and a poorer experience for those customers on the phone. 

Edmunds.com and Garmin are leaders in leveraging APM to provide real-time insights into the overall 

business performance of their software-defined enterprise. While just two examples, their results are 

representative of how organizations are using next-generation APM to improve their business 
performance.  
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New methods for success 
Agile and DevOps 

In the last decade, agile development, which was first introduced in 2001, has supplanted the traditional 

“waterfall” method of software development that prevailed since the 1960s. With short iterative cycles, a 

focus on working software or comprehensive documentation, and a collaborative approach to building 

apps, agile methods such as Scrum have become mainstream today. Businesses of all sizes, from small 

startups to Fortune 500 organizations, are turning toward agile methods to reduce time-to-market for 
new capabilities and increase their ability to change based on market demands.  

In recent years, DevOps, an extension of agile, has emerged to help break down the silos between app 

development and IT operations. With a strong focus on communication and collaboration and a healthy 

dose of automation, the rise of DevOps alongside the cloud is dramatically closing the gap between 

business and IT for the software-defined enterprise. DevOps is impacting IT operations in many ways. A 

few of the more important ones include: 

• Becoming an embedded extension of app dev teams by creating self-service tools and automating 
most all aspects of environment provisioning, app deployment, and configuration management  

• Using a continuous deployment pipeline to roll out new app releases rather than a large 
bureaucratic change board and “white-knuckle” releases to production 

• All app regression, performance, and infrastructure verification testing are automated as part of 
the continuous delivery pipeline and run for each release candidate 

• Integrating APM into dev/test and production environments to reduce defect detection and 
resolution times by working collaboratively with the app dev teams 

Lean startup 

While modern development methods such as agile primarily focus on greater delivery productivity and 

efficiency, they are not designed to measure the effectiveness of the capabilities and features they deliver. 

For the software-defined enterprise, knowing the effectiveness of the capabilities and features in its apps 

is becoming differentiating criteria. Should an organization invest more money in specific app features, or 
would that investment be better used elsewhere? How do they know? 
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To improve their effectiveness, businesses are beginning to shift from output-driven to outcomes-driven 

approaches. The most popular of these approaches, the lean startup method, focuses on integrating 

customer validation and discovery with agile delivery. Today’s leading software-defined enterprises, such 

as Dropbox, are creating hypotheses and rapidly testing them in production, automating the data 

gathering and analysis to provide real-time insights into business performance and customer preferences. 

This rapid build-measure-learn approach enables quicker learning cycles for businesses that can use 

these insights to innovate faster than their competition. Within a 15-month period, Dropbox went from 
100,000 registered users to 4,000,000, a growth rate practically any business would enjoy. 

Proactive IT strategy 

As today’s business cycles speed up, business decisions must be made more frequently using real data. 

Therefore the ability to measure and manage the business proactively, with real data that’s accessible by 

the right people at the right time, is an important requirement for the software-defined business. Done 

right, answers to questions such as “What’s our average hourly revenue on our site?” and “How long does 
it take to respond to an issue?” are a few clicks away. 

Organizations that are in perpetual fire-fighting mode are reactive in responding to their customer’s 

requests, their competition’s next move, and the ever-changing market. Even when they have the right 

tools installed, reactive organizations often have insufficient processes in place to turn data into insights 

and insights into value. When they try to do root cause analysis, for example, their manual processes 
greatly increase costs and are not sustainable. 

By contrast, proactive IT strategy is about gathering real-time data and intelligence from the apps at the 

heart of the software-defined enterprise and connecting the dots in meaningful ways quickly. By 

automating the gathering, analysis, and dissemination of key app and operational data to the right 

decision-makers, proactive organizations free their valued associates to spend more time on value-added 

practices. Now there is less guesswork involved and more real-time feedback to teams on whether their 

latest improvements are having the intended benefit. Organizations can proactively understand the 

correlation between investments and value as the collective mindset shifts to quickly testing business 

hypotheses with a “don’t guess, test” approach, a radical shift from the large, plan-driven approaches of 

the past. 
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New tools for success 
Virtualization and cloud 

Customer-facing and business-critical apps are increasingly running on virtualized infrastructure. One of 

the biggest benefits of virtualization is the ability to create a layer of abstraction between the underlying 

hardware and the operating system that runs an app. This layer, called a hypervisor, allows IT 

organizations to dynamically manage app resources, including CPU, memory, or storage, across 

virtualized hardware. The hypervisor also allows more effective management of the hundreds or 
thousands of distributed virtual servers that are part of today’s software-defined enterprise. 

Building on virtualization, the cloud further abstracts the underlying hardware by making compute, 

storage, and network resources elastic and scalable on demand. With a usage-based business model and 

the ability to quickly provision entire ecosystems of virtual servers, the cloud is at the core of today’s 

software-defined enterprise and rapidly becoming the platform for running critical web and mobile apps. 

While public clouds such as AWS and Azure get the most attention, private clouds from vendors behind 

the OpenStack industry standard are helping organizations build their own private clouds by leveraging 
their existing infrastructure.  

The latest trend in virtualization is the use of application containers; lighter weight than a virtual 

machine and analogous to shipping containers, application containers have standardized how physical 

products are shipped worldwide. Developers package and configure their apps inside the container with 

everything needed to run correctly. Next, operations ensures the containers are deployed to the right 

environments and connected with the right ecosystems. The container’s job is to insulate the application 

from the myriad of different hardware and software combinations presented at the local, dev, test, and 

production environments. In the software-defined enterprise with very complex, highly distributed apps 

and environments, approaches like containers make a lot of sense. 

DevOps automation 

As described above, DevOps helps break down the silos between app development and IT operations. 

While focused around improving culture through better collaboration and communication, what makes 

DevOps work in practice are tools that include a heavy dose of automation. DevOps tools are what enable 
organizations to release new software quickly and safely, thus improving their overall business agility. 

	    



	  

Transforming IT: building a business-driven infrastructure for the software-defined enterprise	   14 

These are just some of the popular tools in the DevOps tool-chain:  

Development: version control repository, automated build and deploy scripts, automated unit, 

regression and performance tests, cloud provisioning code and tests, app configuration code and tests, 
static analysis, continuous integration 

Collaboration: wikis, instance messaging, ticketing/task management, knowledge bases 

Operations: monitoring, service management, log file analysis, virtual or cloud management, run book 
automation 

APM tools are a part of the DevOps tool chain because they appeal to both IT operations, which is 

responsible for managing and troubleshooting problems, and app developers, who need to be able to 

deep-dive on any production issue that’s impacting the business. Although most commonly used via a 

web browser by humans, data made available via APIs exposed by APM tools is increasingly being used as 

part of the continuous deployment pipeline, app run book automation, and analytics.  

Application performance management 

The next generation of APM tools offers seven common capabilities that are critical for monitoring the 
performance of today’s software-defined enterprise: 

1. Proactively monitoring the availability, performance, and quality of business services and 

transactions enabled by one or more apps running across a distributed virtual and cloud 
ecosystem 

2. Auto-discovery of applications, including their physical and virtual infrastructure servers, 
networks, and larger app ecosystems 

3. Real-time visibility into all layers of the application, including the ability to deep-dive into poor-
performing code or SQL queries 

4. Defined SLAs with proactive notification when performance deviates from expectations and 
automated remediation when incidents happen 

5. Storage and analysis of historical app performance data with business context for improving 
operations, analytics, planning, and investments 
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6. Highly scalable to support apps running business-critical systems, such as e-commerce, websites, 
mobile, or call center apps  

7. Custom dashboards that bring the most important information together in a single pane for 

understanding real-time business performance and improving decision-making on where to focus 
further investments 

Leading vendors of next-generation APM solutions support these common capabilities, but they differ in 

the app technologies they support, deployment models, licensing models, and costs. They also differ on 

how well they implement these requirements, including overall usability, configurability, and scalability 

of their solutions. 

Analytics  

The world of analytics is changing in very significant ways as the thirst for information drives enterprises 

to better understand their operational performance and their customers’ patterns. The most prominent 
trends are: 

New analytics approaches. Analytics is moving beyond the traditional back-office data warehouse as 

tool vendors, especially Software-as-a-Service (SaaS) products, increasingly build analytics capabilities 

directly into their solutions. No longer do analysts need to wait for the traditional nightly extract-

transform-load (ETL) processes to run and populate the data warehouses before doing their work. No 

longer do they need to wait weeks or months for new data sets or capabilities to be made available. Now 

analysts can move to self-service and use either the tool’s native user interface or retrieve the data they 

want directly from the tool’s APIs. Getting analytics beyond the back office and directly into the hands of 

business users is enabling the software-defined enterprise to be smarter about the decisions they make 
and gain new insights they never had previously. 

New data platforms. The cloud has enabled the big data movement lead by tools such as Hadoop. Big 

data is increasingly being used everywhere from marketing to sales, operations to finance, and even new 

product and service innovation. These new tools are designed to handle the data volume, variety, and 

velocity on highly scalable architectures of hundreds or thousands of servers all working together. 

Combining this enormous raw data processing power with elastic cloud infrastructure is making it much 

more cost-effective to gather and analyze increasingly larger amounts of user- and machine-generated 
data.  
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Growth of customer analytics. The software-defined enterprise is awash in data available for 

improving their customer’s experience and their own operational performance. Whether descriptive 

analytics that capture what has already happened to predictive analytics that forecast what might happen 

to optimization analytics for improving results, all of these types of customer analytics are increasingly 

being incorporated into strategic and tactical decision-making. The user-generated data from the global 

surge in web, mobile, and social usage combined with the machine-generated data available from an 

internet of connected devices is creating an enormous trove of data available for mining business context 

and improving. The really successful software-defined enterprises are using this to their competitive 
advantages. 
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Key takeaways 
For those IT and business leaders who are charged with building a business-driven infrastructure for the 

software-defined enterprise, the challenge is daunting. This report has highlighted challenges you are 

likely to face in your transition, including some practical guidance from today’s industry leaders. Lastly 

we introduced the new methods and tools that are at the heart of today’s software-defined enterprise and 

should be part of any leader’s playbook, especially those responsible for improving business performance 
and customer experience. 

Key takeaways for this report include: 

• Customer experience is driving business performance. Business performance and 

market success are directly influenced by how well organizations manage their customers’ 

digital experience. Effectively managing this experience requires app data with business 
context, and a new breed of tools is analyzing this data for better, faster decision-making. 

• Proactively managing this experience requires new methods and tools. New 

methods and tools are putting real-time analytics directly into the hands of businesses and 

technology users and enabling deeper customer insights. These tools are also enabling the 

proactive management of apps running on very large, complex, distributed, global 
infrastructure and apps that are being released in a continuous fashion. 

• Modernize your infrastructure and approaches, but don’t forget the humans. In 

the midst of modernizing your infrastructure with virtualization, cloud, DevOps, or analytics 

tools and introducing new approaches such as agile, DevOps, and lean startup, don’t forget 

about the people. Ensure that a culture of collaboration and communication is part of the 
transition so teams can embrace the positive aspects of change. 

• Analytics is rapidly changing, fueled by the growth of big data. Innovative new 

approaches to analytics together with new data platforms in the cloud are driving an explosive 

growth in the availability of data for operational performance and customer analytics. These 

new solutions are helping organizations better understand the correlation between app 
performance, business performance, and customer experience. 
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